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1 Context



Definition

m E-election or e-referendum: a political election or referendum
In which electronic means are used in one or more stages.

m E-voting: an e-election or e-referendum that involves the use
of electronic means in at least the casting of the vote
(entering the vote in the ballot box)

s Recommendation of the Council of Europe: «Legal,Operational and
Technical Standards for E-voting» , 30 September 2004

m The other phases (registration on the electoral roll,
identification/authentication of elligible voters) can be done as in
traditional paper-ballot elections or by using electronic means



Classification

m Supervised voting (off-line voting)
m supervised physically by independent electoral authorities
= vVoting machines located at polling stations (not connected)

= Hybrid Voting
m supervised physically by election officials
= Internet connected voting machines

m Remote voting (on-line voting)
m unsupervised by election officials
» (typically) through Internet using a personal computer or a mobile phone




Arguments (1)

m Reducing the overall cost to the electoral authorities of
conducting an election or referendum

m Delivering voting results reliably and more quickly
m Increasing voter turnout by providing additional voting channels
m Increasing the number of elections

m Widening access to the voting process for voters with

disabilities
m Bringing voting in line with new developments in society and
Increasing use of new technologies



Arguments (2)

m Handling different kind of voting methods (
Condorcet, ...)

Rank any number of
options in your order
of preference

2 | Nicolas
1 | Francois
3 | Marine
n would be cumbersome and prone to errors
» Not a secure voting system: vulnerable to a so-called (coercion attack)

s STV used in several countries: Ireland, Scotland, Australia, etc.



Single Transferable Vote

m Take a blank ballot and rank the candidates in your order of preference

Rank any number of Rank any number of

options in your order options in your order

of preference of preference

1 | Nicolas 2 | Nicolas

2 | Marine 1 | Francois
Francois 3 | Marine

First round: only first choices are counted
If a candidate obtains more votes (as first choice) than the quota he/she is elected

otherwise, the candidate with the fewest votes (as first choice) is eliminated and the
votes for this candidates are transferred to other candidates (the second choice
becomes the first choice, the third becomes the second, etc.)

Extra rounds until we obtain a winner



E-voting In France

m Supervised voting ©
= allowed for national elections since 1969 - decree n° 69-419 of 10 may
1969
= used in 2005 (European Referendum) and in 2007 (presidential
election)
= Hybrid voting ©

= Mmight be allowed in the forthcoming years for national elections

m Remote voting ®

= Similar to postal voting (forbidden sincel975)

= allowed, since 2003, for specific elections such as industrial tribunal
elections



E-voting In other countries

m Supervised voting ©
s Belgium, Brazil, US,...

= Hybrid voting ©

m [taly : for a local election (Ladispoli)

m Internet voting ®
m Estonia: for major elections in 2005 (municipal), 2007 (parliamentary),
2009 (municipal) and 2011 (parliamentary) .
m Korea: planned for presidential elections in the forthcoming years

m Switzerland: test projects in several cantons (Aargau, Geneva,
Neuchatel and Zlrich)

» Norway: experiments in 2011 and 2013 for local and national elections
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Current voting machines

m Several systems, only 3 have been approved in France:
= iVotronic (ES&S — Datamatique) ‘
= Machine a voter v2.07 (Nedap — France Election)
= Point & Vote (Indra Systemas)

m Objections
= Opaque systems (not open source)
= Similar to proxy voting (where a proxy form is given to a voting machine)
= accuracy of the outcome of the election

m Several attacks have been reported
= US: voting researchers converted a voting machine into a working PAC-MAN
machine to show how easily its software could be modified
m Arkansas : a candidate received no vote (although he voted for himself)
= Belgium: number of votes >> number of registered voters



Security requirements (1)

= Eligibility

= only legitimate voters can vote, and only once

m Ballot secrecy
= No outside observer can determine for whom a voter voted
» Perfect ballot secrecy = everlasting secrecy

m Receipt-freeness
= A voter cannot prove after the election how she voted
= prohibit proof of vote

m Coercion-resistance
= NO party should be able to force another party to vote in a certain
way or abstain from voting




Security requirements (2)

m Individual verifiability

= The voter can verify that his ballot
has been cast /counted

m Universal verifiability

= Any interested party can verify
that the tally is correctly
computed from votes that were
cast by legitimate voters

m Fairness

= No partial results are known
before the election is closed



Some challenges in e-voting

m How to combine (perfect) secrecy and (universal) verifiability ?
(Challenge A)

m How to detect misbehaving voting machines?
(Challenge B)

m “It's not the people who vote that count. It's the people who count the votes”
(Joseph Stalin)

= What you see is what you vote for

= How to combine remote voting and coercion-free voting ?
(Challenge C)




Challenge A

m How to combine (perfect) secrecy and (universal) verifiability ?

m Perfect = unconditional = everlasting

m Easy to solve if secrecy is not required to be perfect (e.g. use
homomorphic encryption)

m Impossible to solve (in a practical environment) if secrecy is
required to be perfect
(Chevallier-Mames/Fouque/Pointcheval/Stern/Traoré*)

* On Some Incompatible Properties of Voting Schemes, Benoit Chevallier-Mames, Pierre-Alain Fouque,
David Pointcheval, Julien Stern, Jacques Traoré, Towards Trustworthy Elections, Springer Verlag, 2010.



2 Cryptography
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Definitions

* crypto = kpumtoc = “hidden, secret”

* cryptography = cryptology = « science of secret » or
« science of trust »

 Crossroads between art, science, research and
industry, mathematics and computer science




Attacks
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Main goals of cryptography

e data confidentiality (privacy)

» data/entity authentication (it came from where it
claims)

* data integrity (it has not been modified on the way)




Cryptography
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Cryptography is everywhere...

Easy Encrypted messages in Gmail
SafeGmail
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Principle

* asymmetric cryptography = public-key cryptography
(discovered — officially —in 1976)
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How does it works?

 Asymmetric cryptography exists because
“asymmetric” problems exist

 Example (integer factorization) :

— it is easy to compute the product of two large (prime) integers,
however...

— ...itis hard, given only the product, to find its factorization
(retrieve the two prime integers )

100 895 598 169 =.............. ST ?




4 Computing on Encrypted Data



What iIs homomorphic encryption?

conventional encryption homomorphic encryption
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Homomorphic Encryption in Practice

= Application to e-voting

m, m,
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= In e-voting, we use probabilistic encryption functions:
= if you encrypt twice the same plaintext, you will obtain two different ciphertexts

= roughly, to encrypt a message m, pick a random value r and compute E,(m, r)



Real-life applications of Homomorphic Encryption <

- Secret-ballot internet voting

= Supported computation: addition

- The decryption key is shared among the talliers:
Tallier 1 Tallier 2

- Referendum case: “yes” =1 and “no” = 0,

— Each voter encrypts her vote using the talliers’ public keys.

— The voting center computes an encryption of the sum of the votes
thanks to the properties of the homomorphic encryption scheme.

— The talliers decrypt this ciphertext and obtain the outcome of the
election.

— No individual vote is revealed!

- Homomorphic Encryption can also be used to securely handle STV
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5 Challenge B



Challenge B How to detect misbehaving voting machines

End-to-End verifiability: a voter can verify that
- cast-as-intended: her choice was not modified by the voting machine
« recorded-as-cast: her ballot was received the way she cast it
- tallied as recorded: her ballot count as received

VOTE VERIFICATION RECEIPT
BALLOT 248763
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\oting machine with untrusted software Vote Verification ticket



Cast as Intended in Helios

Challenge or cast ?

Challenge your voting device

Don’t trust your PC to encrypt the right
thing!

Ask your PC to produce lots of (different)
encrypted votes
m It doesn’t know which one you're going to
use

Print them and send them to other devices

Ask your PC to ‘open’ all but one of them
m i.e. to tell you the randomness rit used for
encrypting the ballot
m Get the other devices to check the
encryption was right
e They just recompute Encp(choice, r)

Voter

4)

check
vote
content

1) choice

2) ballot <]

3) random

Voting
Device




Cast as Intended in Helios (2)

m Cast the one you didn’t open!
___________ 7 [ p—
gttt o
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2) ballot ~<] 3) ballot ~<] %
. -
oo Lo

m Each voter can verify that his/her vote is:

m cast as he/she intended
m properly included in the count

m Used by the IACR in their board elections
B Usability issues: voters need to understand it to get it right



6 Challenge C



Challenge C

m How to combine on-line and coercion-free voting ? (Araujo-
Foule-Traoré)*

m Basic ingredients
= A ballot may be valid or not
m A coercer cannot decide if a ballot is valid or not
= A voter can vote more than once

m Basic idea

= To mislead a coercer, the voter sends invalid ballot(s) as long as he is coerced,
and a valid ballot as soon as he is not coerced

» |t suffices that the voter finds a window-time during which he is not coerced

* A Practical and Secure Coercion-Resistant Scheme for Internet Voting, Roberto Araujo, Sébastien
Foule, Jacques Traoré, Towards Trustworthy Elections, Springer Verlag, 2010.



Conclusion

m E-voting Is a true reality in several countries
= Brazil, Estonia, United States, etc.
= also in France (presidential election in 2007)

m Commercial e-voting solutions offer very poor security
guarantees

m |n spite of the impossibility result, there is some hope that a
convenient (secure/practical) voting system exists one day, even for
remote voting.
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2 | Olivier

10 | Nicolas

9 |Ségoléene

8 | Francois

11 |José

1 | Dominique

Marie-George

4 | Arlette
12 | Fredéric

5 | Pat Hibulaire
6 |AlCap

7 | Aldo

With 12 candidates, there are more
than 479 millions possible
combinations!



Integer factorization

100 895 598 169 =898 423 x 112 303

Number of digits Time with 100 million of PC

200 5,6 days
300 228 years
450 17 million of years

600 610 000 million of years




Trapdoor function

difficult (unless...)



